USERS’ PERSONAL DATA PROTECTION CHARTER

1.

Definition and nature of personal data

The following words and expressions, when used with initials in capital letters, have the meanings
given to them in the General Terms and Conditions of the Services.
During your use of the dgbirds.com site (hereinafter the “Site”) or the dgBirds application
(hereinafter the “Application”), we may request your personal data.
The term “personal data” means all the data that enables an individual to be identified, which
corresponds notably to your first names, last names, work or personal email addresses, SIRET
number, data on your transactions in the Application, bank card numbers, intra-community VAT
number as well as any other piece of information about you that you choose to give us.
2.

Purpose of this charter

The purpose of this charter is to inform you about the means that we implement to collect and
process your personal data, with the strictest respect for your rights.
In this regard, we inform you that we collect and process your personal data in compliance with the
French law N° 78-17 dated 6th January 1978 on Information Technology, Data Files and Civil Liberties
(hereinafter referred to as the “French Data Protection Act”), as well as the regulation (EU)
2016/679 of the European Parliament and of the Council of 27 April 2016 as from its entry into force,
namely 25th May, 2018 (hereinafter referred to as the “GDPR”).
3.

Identity of the company responsible for collecting and processing data

The company responsible for collecting and processing your personal data is dgBirds, a French
simplified joint-stock company (société par actions simplifiée) with share capital of €300,000,
entered in the Bobigny Trade and Companies Register (Registre du Commerce et des Sociétés) under
number 833 123 672, whose registered office is located at 45, Rue de Paris, Tremblay-en-France –
95 747 Roissy Charles de Gaulle Cedex (referred to herein as: “We/Us”).
4.

Collection and processing of personal data

The legal basis of our processing of your personal data is the following:
(i)
(ii)
(iii)

The legitimate interest resulting from your voluntary provision of your personal data
when visiting the Website, as these data are aimed at enabling us to better answer to
your information requests about our Services.
Your consent to our use of social network cookies, advertising cookies and Google
Analytics cookies, as set forth in article 10.
Processing is necessary for the performance of the contract to which you are party for
purposes of using our Services on our Website.

Your personal data are collected and processed for one or more of the following purposes:
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(i)

To manage your access to certain services accessible on the Site and the Application as
well as their use.
(ii) To carry out operations relating to the management of clients concerning invoices,
loyalty schemes, monitoring the relationship with clients.
(iii) To create a file of registered members, users, clients and prospective clients.
(iv) To send newsletters, offers and promotional messages.
(v) To draw up commercial and visitor statistics regarding our services.
(vi) To manage the opinions of the people using the services or content.
(vii) To manage unpaid sums and any disputes as to the use of our services.
(viii) To comply with our legal and regulatory obligations.
Each of the purposes must be the subject of an agreement expressed by you during the collection of
your data. Thus, the registration forms provided to you require several boxes to be ticked if you
accept the processing of your data for the purposes that will be indicated.
We inform you, during the collection of your personal data, if certain data must be provided or if it is
optional. We also inform you of any consequences of a failure to answer.
5.

Recipients of the collected and processed data

Only a restricted number of the personnel of our company, the departments in charge of checking
(notably the auditors) and our sub-contractors may have access to your personal data.
The following can also be recipients of your personal data: public organizations, exclusively to meet
our legal obligations, court officers, public officers and organizations in charge of recovering debts.
6.

Transfer of personal data

Your personal data may be the subject of exchanges for the benefit of third party partners, and this
only for technical purposes, to the exclusion of any commercial use. In the event that you wish to, we
give you the option to tick a box expressing your agreement on this subject during collection of your
data. Without this agreement, you are informed that the technical services requiring this exchange
cannot be carried out.
7.

Term of storage of personal data
(i)

Concerning data on managing clients and prospective clients:

Your personal data will not be stored beyond the period strictly necessary for managing our
commercial relationship with you. However, the data enabling us to establish the proof of a
right or a contract, that must be kept in order to comply with a legal obligation, will be kept for
the term stipulated by the law in force.
Concerning any canvassing operations towards clients, their data may be kept for a period of
three (3) years from the end of the commercial relationship.
The personal data relating to a prospective client or non-client, may be kept for a period of
three (3) years from their collection or from the last contact from the prospective client.
At the end of this period of three (3) years, we may re-establish contact with you in order to
find out if you wish to continue to receive the commercial offers.
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Concerning identification documents:

In the event of exercising the right of access or rectification, the data relating to identification
documents may be kept for a period stipulated under article 9 of the French Code of Criminal
Procedure, which is one (1) year. In the event of exercising the right to oppose, these data can
be archived for the limitation period stipulated by article 8 of the French Code of Criminal
Procedure, which is three (3) years.
(iii)

Concerning data on bank cards:

Financial transactions relating to payment of purchases and costs via the Site, are entrusted to
a payment service provider, which ensures the correct operation and security.
For the purposes of the services, this payment service provider may receive your personal data
relating to your bank card numbers, that it receives and stores in your name and on your
behalf.
We do not have access to these data.
In order to enable you to carry out purchases regularly or to pay the related costs on the Site,
your data relating to your bank cards are kept during the time of your registration on the Site
and at least until the moment that you carry out your last transaction.
By having ticked on the Site the box expressly stipulated for this purpose, you give us your
express consent for this storage.
The data relating to the card security code printed on your bank card are not stored.
If you refuse that your personal data relating to your bank card numbers are stored under the
conditions stipulated above, we will not store these data beyond the time required to perform
the transaction.
In any case, the data relating to these can be stored for the purpose of proof in the event of
any dispute on the transaction, in intermediate archives, for the term stipulated by article L
133-24 of the French Monetary and Financial Code, in this case thirteen (13) months from the
debit date. This period may be extended to fifteen (15) months in order to take into account
the possibility of use of deferred debit cards.
(iv)

Concerning the management lists of opposition to canvassing:

The information enabling us to take into account your right to oppose is stored for at least
three (3) years from the exercising of the right to oppose.
(v)

Concerning audience measurement statistics:

The information stored in the terminal of users or any other component used to identify users
and enabling their traceability or visits will not be stored beyond six (6) months.
8.

Security

We inform you that we take all useful precautions, suitable organizational and technical measures to
protect the security, integrity and confidentiality of your personal data and notably, to prevent them
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from being altered, damaged or accessed by unauthorized third parties. We also use secure payment
systems pursuant to the state of the art and applicable regulations.
9.

Cookies

Cookies are text files, often encrypted, stored in your browser. They are created when a user’s
browser loads a given website: the site sends information to the browser, which then creates a text
file. Each time that the user returns to the same site, the browser recovers this file and sends it to
the server of the website.
We can distinguish between two types of cookies, which do not have the same purpose: technical
cookies and advertising cookies:


Technical cookies are used throughout your browsing, in order to facilitate and execute
certain functions. For example, a technical cookie can be used to remember the answers
provided in a form or the user’s preferences concerning the language or presentation of
a website, when such options are available.



Advertising cookies can be created not only by the website on which the user browses,
but also through other websites circulating advertising, announcements, widgets or
other components on the displayed page. These cookies can notably be used to carry
out targeted advertising, i.e. advertising determined according to the user’s browsing.

We use technical cookies. These are stored on your browser for a maximum period of thirteen (13)
months.
We do not use advertising cookies. However, if we do use them in the future, we will inform you of it
beforehand and you will have the option, where applicable, to disable these cookies.
We use Google Analytics, which is a statistical tool for analyzing audience which generates a cookie
enabling the number of visits to the Site, the number of page views and visitors’ activity to be
measured. Your IP address is also collected to determine the town from which you have connected.
The storage period of this cookie is stated in article 7 (v) of this charter.
We remind you for all useful purposes that it is possible for you to block the deposit of cookies by
changing the settings on your browser. However, such a refusal may prevent the proper functioning
of the Site and/or Application.
10. Consent
When you choose to provide your personal data, you expressly give your consent for the collection
and processing of these in accordance with that stated in this charter and the legislation in force.
11. Access to your personal data
Pursuant to French Data Protection Act no. 78-17 of 6 January 1978, you have the right to obtain the
communication and, where applicable, the rectification or deletion of the data concerning you; you
can contact us as follows:



Email address: privacy@dgbirds.com.
Postal address: dgBirds, Privacy, 45 Rue de Paris, Tremblay-en-France, 95 747 Roissy
Charles de Gaulle Cedex.

4

dgBirds: Users’ personal data protection charter

May 25th 2018

It is recalled that any person may, for legitimate reasons, object to the processing of data concerning
him.
12. Right to define instructions related to the processing of data after your death
You have the right to define instructions with regard to the storage, the erasure and the
communication of your personal data after your death.
These instructions may be general directions, which are focused on all personal data concerning you.
In such case, they must be registered with a digital trusted third party who is certified by the French
data protection authority (CNIL).
These instructions may also be specific to the data processed by our company. You are then required
to provide these instructions to us at the:



Email address: privacy@dgbirds.com.
Postal address: dgBirds, Privacy, 45 Rue de Paris, Tremblay-en-France, 95 747 Roissy
Charles de Gaulle Cedex.

By providing to us these instruction, you hereby expressly consent that they be stored, transmitted
and carried out on the terms and conditions set forth herein.
You have the right to appoint in your instructions a person in charge of their execution. After your
death, this person shall be entitled to take knowledge of these instructions and to request to us their
implementation. Failing to such appointment, your heirs shall be entitled to take knowledge of these
instructions and to request to us their implementation.
You may modify or revoke your instructions at any time, by writing to us at the abovementioned
contact addresses.
13. Portability of your personal data
You have a right to portability of the personal data you have entrusted to us, understood as the data
you have actively and deliberately declared when accessing to and using our Services. You are
reminded that portability right does not apply on data that were processed on another basis than
consent or the execution of a contract between us.
This right may be exercised free of charge, at any time, including when closing your account on the
Website, so that you may recover and store your personal data.
In this context, we shall provide your personal data, by any appropriate means, in an open standard,
currently used and machine-readable format, in compliance with the state of art.
14. Submission of a complaint before a supervisory authority
You are informed that you have a right to submit a complaint before a supervisory authority which is
competent in the member State in which your ordinary residence, your place of work or the place in
which the infringement of your rights was committed (in France, the French Data Protection
Authority – CNIL), if you consider that the personal data processing under this Privacy policy is a
violation of the applicable regulations.
This complaint submission may be exercised without prejudice of other legal action before any
administrative or judicial court. In fact, you have also a right to effective administrative and judicial
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redress if you consider that the personal data processing under this Privacy policy is a violation of the
applicable regulations.
15. Restriction of processing
You have the right to obtain restriction of your personal data’s processing where one of the following
applies:





Within the period of verification that we carry out, if you contest the accuracy of your
personal data;
When the processing of these data is unlawful et you request the restriction of this
processing, instead of erasing your data;
When we no longer need your personal data, but you require their maintenance for the
exercise of legal claims;
Within the period of verification of the legitimate interests, if you have objected to the
processing of your personal data.

16. Amendments
We reserve the right, solely at our discretion, to amend at any time this charter, in whole or in part.
These amendments will enter into force from the publication of the new charter. Your use of the
Application following the entry into force of these amendments will be equivalent to
acknowledgement and acceptance of the new charter. Failing this and if you do not agree with this
new charter, you must no longer access the Application.
17. Entry into force
This charter entered into force on May 25th 2018.
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